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Abstract

Internet Data centers provide a secure, high-
capacity environment for communications companies
and content providers to locate and host their Internet
equipment®. These centers provide the foundation for
a variety of business models and Internet operations.
The build versus buy decision for Internet Data
centers is an important and multifaceted one; the
issues spans technical, financial, and business
domains. The expertise involved in building and
operating a highly secure and network-focused facility
are non-trivial. Even the low-end data center requires
both an immediate cash draw and a recurring
operations cost. The construction project itself
requires months of planning and execution. Like most
things, the first time one endeavors into a new area,
potentially costly mistakes are made. Economies of
scale can be realized and exploited only in large data
centers. These issues must be contrasted with the
desire for control over design and operation of the
data center.

This paper explores the tradeoffs between building
a data center and outsourcing the data center to a
third party. The scope of this research is limited to the
common ““core infrastructure”, that is, the systems
that all Internet data centers require regardless of
business model. We will explicitly not be discussing
web design, construction, hosting, monitoring, or
management and operations services. These activities
are required regardless of whether or not the Internet
data center is outsourced or not. We are focusing this
research solely on the decision rule: when does it
make sense to build your own data center and when
does it make sense to outsource it?

The author has toured over thirty Internet data
centers around the world and combines this
experience with interviews of industry experts to
highlight the most significant tradeoffs. This paper
presents a few summary graphs and tables that
provide a current perspective on this decision. In the
appendix is a vast list of on-line Internet Datacenter
Resources.

Components of an Internet Data center
All Internet Data centers include some form of the

1 Definition taken from Communication Service Provider,
December 1999, US Bancorp Piper Jaffrey Equity
Research.

following core systems:

1. Real Estate: Places to put customer
equipment and support infrastructure

2. Infrastructure: Hardware and Software
Systems required for data center
operation including Power, Heating
Cooling / Air Conditioning (HVAC),
Security, etc. and monitoring equipment
for the infrastructure.

3. Facilities Operations: Activities to ensure
the infrastructure is operating properly.

4. Network: Support for connectivity
into/out of data center (This includes both
a sustainable business model and
infrastructure support).

All Internet Data Center operators build their
business models based upon these first three
core systems. It is in this common area that
we focus our build vs buy comparison.

Figure 1 - Anatomy of the Internet Data center

On top of this Internet Data Center model, Internet
Telecommunications companies (telephone
companies, Internet Service Providers, Content
Distributors, Content Hosting companies, etc.) operate
their network and systems equipment in configurations
suitable for their business models. In this way (see
figure 2 below) the company (or companies) can add
value and build reliable dependent systems within the
conditioned environment.
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Figure 2 - Layering of Network and Content on
top of the Data Center Model

The reason that the model is evolved in this way is
to facilitate an apples to apples comparisons for the
build vs. buy decision. Since so many Internet Data
Center companies are bundling varying professional
services2 and requiring the use of multiple of those
services, it would be difficult to compare in a generic
fashion their offerings against a build decision. Since
all of these business models require the core Internet
Data Center model as described above, we can isolate
the core “rings” of the model for the build vs. buy
comparison.

We will next describe these core systems required
for both build and buy scenarios.

Real Estate

At the core of all Internet data centers is real estate
in which to place the network and systems equipment.
Selection of location is critical for Internet Data
Centers since it has a direct impact on the cost of the
facility and an indirect impact on the cost of the
Infrastructure, Operations and Network.

The top four criteria for site selection3:

1. Proximity to Fiber — ideal sites will be

2 Exodus Communications Q1 2000 Quarterly Earnings
Announcement 4/20/2000 2:00 PM Pacific Time:
http://webevents.broadcast.com/financecalls/event/index
.asp?EarningsID=766&src=StreetFusion. where Ellen
Hancock describes the Exodus requirement for
customers to purchase 2 of 3 (Space, bandwidth and
professional services.

3 Abstracted from the Equinix IBX Facilities Design Site
Selection Criteria document, Rev. 2, John Pedro.

NS e

W. B. Norton

within a couple miles from dark fiber and
telephone company Points of Presences.

2. Space Size, configuration, expandability —
sites must be large enough to support the
intended operation, with floor loading
sufficient for the equipment expected.
Shared Internet Data Center operators
must build to the worst case scenario,
while the build decision folks may know
in advance what equipment will be placed
in the space. There are many other issues
here having to do with fitness for purpose
including weather proofing (earthquakes,
hurricanes, floods, etc.).

3. Utility Power Auvailability — Dual grid
feeds are desirable, but the requirement
for 3,000 Amps at 480 volts per 50,000
are typically required for operations.

4. Facilities Yard — Requirement for space at
ground level or on the roof for fuel
tank(s), generators, chillers, etc. Space
required varies but requires at least 5200
square feet for the first 50,000 square feet
of facility.

5. Local Government Support — These
include tax abatements, permitting, right
of way, power, fiber issues requiring
government interactions including
architectural review boards. In some
cases, the number of parking spaces, off-
ramp development, signage, etc. issues are
uncovered only at a very late stage of real

estate selection4.

Another example is Terramark’s building
of the Technology of the Americas
Building. They constructed a six-floor
building in a Federal Empowerment Zone
in downtown Miami, and along with other
government programs received several
million dollars in support.

6. Locality to customer and support staff.
Since these data centers will ultimately be
used by customers and support engineers,
it is important that local talent is available.
Building a data center in the middle of
nowhere would make it difficult to attract
and retain folks to support the equipment

4 Conversation with Jay Adelson (CTO Equinix) regarding
obtaining government support from the Loudon County
officials.
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and infrastructure in such a building5.

For example, a data center that is
geographically close to multiple fiber
providers and telephone companies allows for
lower cost and more importantly lower time to
obtain network access. As a result, these
locations are in high demand and difficult to
attain®. Since the unit cost of commercial real
estate typically doesn’t vary widely across
amount leased”, the per square foot real estate
cost model looks roughly as follows.

Premium
Resl Estate
Market

Regular
Real Estatet
Market

# rwks
Figure 3 - Cost per Real Estate in Premium
markets

For the financial models, we assumed a norm in
real estate costs of $25/sq foot allocated in 10,000 sq
foot chunks. See the scaling graph below. Those
choosing the build option will need to choose the size
of the data center in advance and/or purchase an option
on adjacent space. While the buy option typically
requires a one-year contract, the build option typically
requires ten or more years commitment. This is not a
bad thing; the build decision requires investing a large
amount of money to fit up the building with the
required infrastructure. You do not want to get kicked
out.

5 Conversation with Sean Donelan regarding the importance
of location.

6 The popularity (and high rent) of 1 Wilshire in Los
Angeles, 60 Hudson in New York City are prime
examples. Interview with Art Chinn (colo.com):
landlords in key cities in Europe are realizing the value
of their real estate and adjusting prices accordingly.

7 According to Sean Donelan, Real Estate varies more on
length of lease than on amount of space used.
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Figure 4 - Fixed Cost of real estate allocated in
10K sq ft chunks scale rughly linearly

There are many criteria to be evaluated with
respect to suitability of real estate. For example, all
things considered equal, if there is sufficient lead time,
most prefer Greenfield (brand new) buildings over
existing buildings. Time to market may dictate
retrofitting existing facilities to meet seismic
standards, appropriate bracing for floor loading,
drainage systems, etc. Demolition and retrofitting
often can save valuable time to market.

Hidden charges and unexpected delays can impact
deployment. For example, some telco hotels require
interconnection of its tenant via risers to “meet me”
rooms with unpredictable expenses and typically no
Service Level Agreements on the speed at which
connections are made.

When considering the buy decision it is important
to assure there is sufficient space available for
expansion and sufficient time remaining on the lease.

Among the core systems, Real Estate cost is the

most variable8 and may have the largest overall
impact on the cost of the facility.

It should be mentioned that the buy decision allows
for great flexibility. For redundancy, at least two data
centers are required for most mission critical
operations. By leasing services, companies can
achieve even greater redundancy by leasing across
multiple shared facilities perhaps operated by different
companies using different technologies. Further,
content distribution technologies can be applied to
move content to each continent to ultimately improve
the end user experience. This flexibility is not inherent
if you build.

8 According to Sean Donelan, “Real Estate prices in New
York City, Tokyo and London are typically twice the
cost of anywhere else.”
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Large Data Centers. According to Roy Earle, for
shared Internet Data Centers there is a trend away
from traditional telco hotels (typically 20,000 sq ft)
toward large scale warehouse facilities (on the order of
300,000 sq ft) for collocated equipment. While this
allows scaling of infrastructure, it also dramatically
reduces the choice for sites. This ailment is not
suffered by the data center build choice since smaller
amounts of space is easier to come by. This effect is
compounded by the fact that large warehouses suitable
for data centers are typically outside of the major
metropolitan areas and therefore likely far away from
telco and fiber provider Points of Presence.

Sean Donelan made one other important point
about the cost of choosing real estate badly:

“You can save a lot of money choosing the right
site, but you can spend a lot of money on the site
trying to upgrade it to the appropriate standards. Many
of the most expensive problems to fix at the end of the
build are due to the selection of Real Estate at the
beginning of the build.”

Support Infrastructure

“While today's information technology is incredibly
reliable, computer systems still contain electronic
circuitry that is highly sensitive to environmental
conditions—for example, temperature, humidity, dust,
and "dirty" power. And larger events, such as power
outages and natural disasters, pose an even larger
threat to your systems and data. Seemingly
unnoticeable environmental, design, and structural
elements can render your core systems inoperable in a

heartbeat.9”

Common threads surrounding the build
versus buy decision include core competence and
expertise; should the company focus on its core
competency, that which it does exceptionally well, and
does the firm have the prerequisite expertise to
execute? Next we’ll broadly describe each system and
some issues in the implementation of the systems.

Security Systems

Security includes all systems protecting the
physical assets in the Internet Data Center. This

includes perimeter and in-building access control 10

9 Computer room design/build: Building Performance into
your Data Center.
http://www.sequent.com/cs/computer_room.html

10 Access checks include biometrics, card keys, to old
fashion keys along with man traps and magnetically
sealed doors.
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and monitoring systems1 as well as physical add-ins
like bulletproof glass and perimeter walls.

There is a key difference between outsourced data
centers and those built and operated in-house. Shared
Internet Data center Security Systems must handle the
added complexity of multiple customer access.
Solutions range from escorted access and supervised
usel2 to free (zoned) access13. This complexity may
not be required if built solely for the use of one
company. The common functionality is to keep non-
authorized staff from the networked equipment.

The cost and scaling of the security depends more
upon the application of the data center than on the
scale of the center. For example, a small section of a
building that is essential to the operation (like the
cashier office in a casino) may be equipped with
armed guards, many survellience cameras, etc.
Likewise a shared facility may require more
participant cages and authentication than a single user
facility.

Having said all of that, economies of scale exist
that allow the expense of circulating gaurds, bullet
proof glass and Kevlar perimeter protection, that a
smaller facility simply can’t afford.

The cost function shown below shows the financial
build versus buy cost function. By sharing conditioned
space (already complete with security systems) the
cost is shared proportionately across all participants.
As a result, the cost of security is fixed on a per rack
basis. Conversely, building requires purchasing the
entire security system and allocating the cost across
the number of racks the company uses.

11 ntrusion detection and alarm systems include
surveillance, security gaurds.

12 Equinix and PAIX solutions.

13 Telocity tour in London was handled entirely by LINX
(Telocity customer) staff.
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S - Monthly cosi of Scoarity

Size of facility
Figure 5 - Cost function of Security Systems

It was pointed out that customers tend to demand
more security from a shared facility than they would
require from their own facility simply because the
collective money can afford that which they can not
individually — afford. For example, integrated
environmental (temperature, humidity, electric draw)
and security (surveillance cameras on both sides of
racks, cage access log) information feeds may be
required since the cost per rack is relatively low. The
end result is a shared environment with greater than

required security systems14.

In the build case, restricting access to company

employees (perhaps15) reduces the access concerns
and reduces the need for cages and therefore allows a
higher rack density. Security can be built to company
specifications, where buying may require accepting a
level of security that is inappropriate for the
application 16,

One practical implication of the shared data center
security is access. When equipment must be repaired
during off hours, some Internet Data Centers
(particularly telephone company facilities) do not
make it easy to gain access to the failed equipment17.
Others require escorts to continually monitor activities
in “shared” areas; given a limited number of available
escorts, repair technicians may be required to wait for

14 piscussion with Sean Donelan.

15 A company may be willing to accept a greater portion of
the risk of unauthorized access by its own employees.

16 Conversation with Sean Donelan.

17 France Telecom, the Vienna Internet Exchange (VIX),
the NSPIXP Japanese exchange require advanced notice
to access facilities and provide no 24/7 on-site
assistance. A partial solution is deployed out-of-band
equipment.
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an available escort18.

HVAC Systems

Heating, Venting and Air Conditioning
(HVAC) systems are critical for maintaining an
operations environment for networking and computing
equipment. According to IBM, computing machinery
operates best between 18° C (65° F) and 29° C (85° F)
with humidity between 20% and 62% relative
humidity. Too much humidity can cause system
failure. Too little humidity generates static electricity.
IBM recommends an optimal temperature of 24° C

(76° F)19 and 45% relative humidity.

HVAC infrastructure ~ provides  this
conditioning and benefits from economies of scale.
Large scale Internet Data centers can implement high
cost and high efficiency HVAC systems and share the
costs across a potentially large number of customers.
These larger systems have the added benefits of
requiring fewer units to perform the same task,
resulting in higher Mean Time Between Failures and

lower Mean Time To Repair20.

For the financial analysis, assumptions
include that the Internet Data Center has no windows,
is well insolated in the walls and ceiling, has no office
space, and operates in a lights out environment.

Fixed Cost per rack for DX HVAC System

$7,000

$6,000

5,000

$4,000 —— Fixed Cost of DX HVAC system|

—— ss2sfrack

Cost per rack

per rack
$3,000

$2,000 \/\

$1,000

Bundles of 10 Rack Packs

18 Interviews with ISPs mentioned this explicit deficiency at
the PAIX facility. It should be noted that this problem is
lessened when a customer is escorted to his own cage.

19
http://iws.as400.ibm.com/tstudio/planning/environ/temp
-htm

20 sean Donelan: Since fewer units are involved, there is a
lower chance of more than one breaking at the same time
before technicians can fix the broken unit(s).
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HYAC Cost
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HYAC Systemn Cost: Econemies of Scale
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Air Cooled

$478A0n
Chillod Wator System
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DX Systems: 25-300 tons of Cooling # Racks
~ 10K sq &, ~150-200 racks
Figure 6 - Cost of operating various HVAC

Systems
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Figure 7 - Out of Pocket costs for HVAC
Systems
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Figure 9 - Practical domain of operations

From a practical perspective, DX systems can not
be supported beyond 10 units. The fans must be
continually checked and repaired, providing an undue
maintenance issue beyond xx racks. Likewise, air
cooled systems operate most effectively where 25-300
tons of cooling are required.

The build versus buy decision would
therefore need to take into account the scale of
operations and the comparative fixed and recurring
HVAC costs.

The HVAC selection impacts the power
requirements as well. Air cooled systems are more
efficient than DX systems and water cooled systems

operate more efficiently still under load21.

21 Data for these graphs derived from interviews with Chris
Countryman, Carrier Systems. Note that water systems
under light load are less efficient than under load. The
graph is not jagged as indicated, but this effect needed to
be noted.
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Power Draw Per Rack for HVAC Systems

Kw
N\

Figure 10 - Power draw of Internet Data
Centers

For these reasons, economies of scale are
realized for large Internet Data Centers that are not
realized in the build decision.

So where is the break even point for the
HVAC systems alone?

Power Systems

The same economics for build versus buy and
similar cost curves apply for power systems as did for
HVAC systems, but the economies of scale are less
dramatic.

The primary function of the power systems are to
reduce the effect of short term and long term
disruptions of power. The most common tool for
handling short term interruptions and conditioning the
power feeds is the Uninterruptible Power Supply
(UPS), a conditioning system and a set of batteries
brought on-line when the power feed is interrupted. In
most Internet Data Centers the UPS is capable of
supporting the full data center load for 15 minutes to
an hour.

Long term interruptions are typically handled by
diesel generators, switched on when there is a
disruption in the power feeds to the data center. The
UPS role is therefore simply a transition support until
the generators start up. Fuel for the generators
typically lasts a few days and up to a week. It is
amusing to note that in extreme cases there is
sufficient fuel to last a few months22. Most data
centers use refueling contracts to handle extended
duration outage situations.

Redundancy

All modern data centers have at least N+1
redundancy on these core infrastructure systems but

22 gee http://www.thebunker.net. for a description of a
nuclear bunker turned data center.
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the design of the N+1 systems require careful
evaluation of each an every failure scenario. Consider
the following N+1 “redundant” HVAC system below.
While each chiller can support the entire operation,
reparation of the broken unit may require a disruption
in service to the operational unit.

While it may seem obvious that each system must
undergo these fault analysis, in the field this represents
a challenge as plans change during the construction
process. Well established data center companies
typically don’t make these mistakes as the experience
curve kicks in. Diligence must be applied when
evaluating outsourced and in-house constructed data
centers to ensure that any single system component
can be repaired without disrupting operations.

The entire system economies of scale kick in for
larger facilities that can allocate the incremental cost
of the N+1 unit across a larger value of N.

Another factor kicks in when looking at the
evolution approach of Data Center Design. If one
builds a data center incrementally (starting with the
minimal power systems) and adds components
(generators for example) incrementally, it is possible
to expand the system such that the N+1will fail since
the ‘N’ component that fails could be a larger
component than the set of smaller components.

Operations
Acknowledgements

Conclusion

So what does the conditioned real estate cost
function look like? If we remove extreme location
expenses from the equation (they can be easily added
back to the financial models later) and assume that
both facilities are of same scale and cost ($400/sq ft),
and assume that the network access can be brought in,
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we end up with a graph like the typical buy vs. lease
graph:

Conditioned Real Estate Cost
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Summary Graph: Build vs. Buy = Buy vs. Lease

From this graph we see that if we assume that both
the build and buy decisions build to a scale where the
average cost per square foot of $400/sq foot23, the
breakeven point is about 60 racks. That is, if the unit
costs are identical and the lease price given to you is
$1500/rack/month, then you will be indifferent
between building your own data center and purchasing
those services when you require 60 racks of
conditioned operations space. Given the assumptions
below, you will prefer to outsource if you expect to
use less than 60 racks, and consider building your own
if you require more than 60 racks.

Assuming these best case scenerio, the question
comes down to core competency; what business do
you want to be in and where do you want to build your
expertise. Typically, companies that build their own
Internet Data Centers don’t build one, but build at least
two facilities for redundancy. The load on an
organization for building two data centers is greater
than twice the burden, due to the need to interconnect
the two, synch systems, etc. To continue along this
line, companies that rationally build two facilities
often build many more (order twn or more) for resale
and build the staff to do so. Building a department of
real estate, architecture, design, engineering, etc.
fundamentally shift the focus of all but the very large
organizations.

The other key issue that comes to play is the
learning curve. All companies make mistakes and
overlook underlying assumptions when building the
first few data centers. Common snafus include real

2 A major assumption since we have shown the economies
of scale that the shared data center operator can realize
that the single use builder can not.
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estate selection that significantly delays the installation
and activation of fiber. Trenching and lighting fiber
takes time and energy from companies that are already

heavily oversubscribed 4.

Other mistakes overcome by the learning curve
include issues with real estate. Multi-floor telco hotel
landlords may inaccurately characterize floor loading
capabilities; if not checked, the issue comes up during
permitting, and can yield substantial delay while
adding support or substantially reduce the rack
density. Landlords have been known to change the
rules regarding the interconnection among the tenants;
in one case the landlord changed the rules regarding
the use of the risers (conduits through whihch inter-
floor cabling is done) requiring the use of a shared
“meet me” room, at additional cost. These issues,
unknown to the first time builders, will ad delay and
cost to the first few Internet Data Centers25. These
and other snags are inevitable.

Key assumptions include:

1. Both: $400/sq foot build out costs for
conditioned space

2. Buy: Equinix retail price $1,500/rack used for
comparison,

3. Buy: No discount for buying more or larger
cages

4. Build: Building Real Estate comes in 10,000
sq foot increments

5. Both: Conditioned space includes
infrastructure  (power, HVAC, Security
systems, etc.)

6. Both: Does not include network bandwidth,
hosting equipment, managed services, etc.

7. Build: Financing of build costs is available,

8. Build: Adequate building is available, and
build time (time to market) is not an issue

9. Build: Sufficient network capacity (transport
and transit) is available and not an issue

10. Both: Facility population is not an issue —
ignoring collocation benefits and don’t expect
to buy or sell services at the facility.

24 Case either experienced by the author or heard directly
from the source.

25 Cases either experienced by the author or heard directly
from the source.
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html

Web hosting
http://www.webhostdir.com/

directory site:

Exodus Internet Data Center descriptions and
virtual tour: http://www.exodus.com/idcs/

.Equinix Internet Business Exchange (IBX) virtual
tour http://www.equinix.com

PSINet Colocation Product:
http://www.psinet.com.hk/hosting/co_location.html

Flashhost data
http://www.flashhost.com/data_center.html

centers

Hosting Internet Data Center in Zaire:

http://www.is.co.za/solution/hosting/IDC2.html

Level3 colocation facilities:
http://www.level3.com/us/services/colocation

Frontier Global Center (now global crossing)
http://206.132.184.106/solutions/datacenters.shtml

Q1 2000 Quarterly

Exodus Communications
Earnings Announcement
4/20/2000 2:00 PM Pacific Time:
http://webevents.broadcast.com/financecalls/event/ind
ex.asp?EarningsID=766&src=StreetFusion

Houses are designed by Geniuses & built by
Gorillas, by Bob Johnson, ISBN: 1-886110-48-4

Facilities Operations & Engineering Reference,
The Certified Plant Engineer Reference, R.S. Means
Company, Inc., ISBN: 0-87629-462-X

Network Equipment-Building System (NEBS)
Requirements: Physical Protection, Bellcore GR-63-
CORE, Issue 1, October 1995. A module of LSSGR,
FR-64; TSGR, FR-440; and NEBSFR, FR-2063

Central-Station Alarm Services, UL 827 Standard
for Safety, Underwriters Laboratories, Inc. ISBN 0-
7629-0067-9 , Sixth Edition ©1997

The list of toured Internet Data centers and
Exchange Environments (that | remember):
1. MAE-East and

http://www.mae.net/

2. University of Michigan North Campus
Computing Center, www.merit.edu

MAE-West,

3. NetRail hosting center, www.netrail.net
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10.

11.

12.

13.

14,

15.

16.

17.

18.

19.

20.

21.

22.

W. B. Norton
AboveNet San Jose | and I,
http://www.abovenet.net/
JPIX and NSPIXP in  Tokyo,
http://www.jpix.ad.jp/
AMS-IX at NIKHEF and SARA,

http://www.ams-ix.net/

London Internet Exchange (LINX) in

Telocity, www.linx.org and
www.telecity.co.uk

Level3 in San Jose, www.level3.com

Digital Island in San Jose,
http://www.digitalisland.com/

GNAC in Redwood City,
http://www.gnac.com/

Equinix Ashburn and San Jose,
http://www.equinix.com

Exodus in  Sunnyvale, California,

http://www.exodus.com/idcs/

Two Frontier Global Center facilities in

Sunnyvale, California,
http://www.globalcenter.com/
PacBell NAP,

http://www.pacbell.com/Products_Servic
es/Business/Prodinfo_1/1,1973,146-1-
6,00.html

Palo Alto Internet Exchange (PAIX),
http://www.paix.net/

Ameritech  Advanced Data
(AADS)
http://nap.aads.net/main.html

NORAD - North American Aerospace
Defense Command, a bunker inside a
granite mountain from which continental
aerospace  activities are  tracked.
http://www.spacecom.af.mil/norad/index.
htm

Service
NAP,

Equinix Ashburn, VA Internet Business
Exchange (IBX) http://www.equinix.com

Equinix Dallas, TX Internet Business
Exchange (IBX)
http://www.equinix.com

Equinix Chicago, IL Internet Business
Exchange (IBX) _http://www.equinix.com

Equinix Newark, NJ Internet Business
Exchange (IBX) .http://www.equinix.com

Equinix Los Angeles, CA Internet
Business Exchange (Internet Business
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23.

24,

25.

26.
217.
28.
29.
30.
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Exchange (IBX))
http://www.equinix.com

Equinix San Jose, CA Internet Business
Exchange (IBX)
http://www.equinix.com

NAP of the Americas (NOTA) in Miami,
http://www.ccgrpnet.com/webpages/techc
enter/PSWSTech.nsf

Switch & Data Facilities Miami,
http://www.switchanddata.com

Telecity London Docklands
Telehouse East London Docklands
Redbus London Docklands
InterXion London

IXEurope
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